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Rohde & Schwarz recognizes the potential computer virus risk when Windows based test instruments are
connected to other computers with local area networks (LAN) or when removable storage devices are

inserted.

This white paper introduces measures to minimize malware threats and discusses how to minimize risk
while maintaining instrument performance.

For more information about malware protection please visit:
www.rohde-schwarz.com/cybersecurity/malware-schutz
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1

WINDOWS XP BASED INSTRUMENTS

1.1 Overview

Rohde & Schwarz is dedicated to ensuring that all Rohde &Schwarz products are shipped
virus-free. Instruments that run Windows operating systems should be protected from
malware just like any other PC. Users are advised to protect their instruments with anti-
virus software and by installing all available operating system patches and updates. You
should work closely with your IT department or system administrator to ensure com-
pliance with your company policies when connecting instruments to your company’s
network.

Note that no regular updates for Windows XP have been published since April 2014.
Rohde & Schwarz provides commercially available upgrade kits from Windows XP to
Windows 7 or even Windows 10 for many instruments, increasing instrument security
and the availability of Windows updates and patches.

1.2 Computer virus control program
Rohde & Schwarz recognizes the potential risk potential of computer viruses for Windows
based instruments connected to local area networks (LANS).

Rohde & Schwarz has established processes within the company to take all reasonable
precautions to prevent the spread of viruses from instruments to customer computers
and networks:

» All computers within Rohde & Schwarz connected to instruments destined for
customers are equipped with centrally managed firewall and anti-virus software and
maintain the latest virus definitions. Computers and removable storage devices are
scanned regularly to prevent the spread of computer viruses.

» Strict virus control protocols have been established in manufacturing, service, support,
sales, distribution and demonstration environments. These include the use of isolated
LANs, scanning of instruments and removable storage devices and/or reimaging hard
drives, whenever appropriate for the instrument configuration.

» Procedures have been established for all Rohde & Schwarz employees who come into
contact with customer instruments to reinforce anti-virus security protocols. This
includes all personnel from manufacturing, service, support, sales and distribution.

1.3 Preventative maintenance considerations

The steps described above help to ensure that instruments from Rohde &Schwarz are
virus-free when delivered to the customer. The user is responsible for ensuring the secu-
rity of the instruments from that point on.

Before connecting the instrument to your company's network, please consult with

your IT department or system administrator to determine what specific policies apply.
Remember that the instrument appears as a standard computer in the network. If
applicable, consider connecting the instrument to a network separated from your com-
pany’s network (e.g. using VLANSs). Follow your company’s computer security and virus
protection policies.

If supported by the instrument, an IEEE-488 (GPIB) connection with SCPI remote control
can be a secure alternative to connecting the instrument to your company’s network.

The virus definitions and operating system should be updated regularly. Rohde & Schwarz
recommends checking both virus definitions and operating system updates in addition to
scanning the instrument for any malware at least once a week. Be sure to always update
the operating system and anti-virus definitions if advised to do so by your IT department



or system administrator. Take the following steps to ensure the instrument’s operating

system is protected:

» Use the internet firewall on the instrument.

» Scan all removable storage devices (e.g. USB flash drives) regularly used with an
instrument and deactivate the autorun/autoplay function to prevent inadvertent
execution of malware from these devices.

» Install the latest Windows® patches and updates on the instrument. Note that no
regular updates for Windows XP have been released since April 2014.

» Scan the instrument regularly with anti-virus software and update virus definition
files. Running anti-virus software in the background (“on-access” mode) is NOT
recommended as this will impact instrument performance significantly.

1.4 User accounts

Windows requires users to identify themselves by entering a user name and password

in a login window. Rohde & Schwarz instruments usually have a factory-installed auto-
login function, i.e. login is carried out automatically during instrument startup. The factory
default for this auto-login function has administrator rights with unrestricted access,
enabling printer installation and network configuration.

Two types of user accounts are available for many instruments, either an administra-

tor account with unrestricted access to the instrument operating system or a standard
user account with limited access. You can manage the accounts via “Windows Start”

> “Control Panel” > “User Accounts”. Refer to the instrument user manuals for more
information on how to change or add new users and on how to de-activate the automatic
login.
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Note: Changing firewall settings, installing and configuring anti-virus software and
Windows updates require unrestricted administrator rights.
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2 FIREWALL SETTINGS

A firewall can be used to protect a computer or instrument against attacks from the net-
work with Windows XP SP2 and later versions. Rohde & Schwarz instruments are shipped
with the Windows firewall enabled and preconfigured. Having the firewall activated on
the instruments is helpful even when the instruments are used in your company’s pro-
tected network. The number of worms, viruses and other malware circulating on the
internet today make it inevitable that something will penetrate the enterprise firewall.
Instrument firewalls not only help protect against threats inside the perimeter, but they
can also prevent the spread of many viruses and worms.

If you have additional requirements for security and protection, please contact your
IT department or system administrator to ensure conformity with your company’s secu-

rity policy.

2.1 Firewall port configuration
Rohde & Schwarz instruments are preconfigured so that all ports and connections for
remote control are enabled. See the following table for details:

Ports ____________[Senice ___[Description |

21 TCP FTP Instrument web server, FTP port
80 TCP (HTTP) Web server Instrument web server (LXI)
111 TCP and UDP Portmapper Portmapper service for VXI-11/LXI
161, 162 UDP,
705 TCP (AgentX) SNMP Standard ports for SNMP agent
LXI Class B/A,
319,320 TCP and UDP 1588 PTP IEEE 1588 precision pime protocol (PTP)
2525 TCP RSIB Rohde & Schwarz SCPI socket connection
4880 TCP HiSLIP High-speed LAN interface protocol
03 1P ef) TCP socket ‘Raw SCPI" socket connection

5125 TCP (abort)

LXI LAN messages and events,
multicast address UDP: 224.0.23.159

Instrument soft front panel via web server
(browser interface)

13217 TCP and UDP RS installer Rohde & Schwarz software distributor service

14142 to 16383 TCP and UDP
(dynamic assignment)

5044 TCP and UDP Xl class B

5800 TCP, 5900 TCP VNC

ONC-RPC SUN ONC-RPC protocol, VXI-11



2.2 Changing firewall settings
Rohde & Schwarz recommends using the firewall on your instrument.

Note that changing firewall settings requires administrator rights. You can manage the
firewall settings at “Windows Start” [> “Control Panel” > “Windows Firewall”:

. - "
== Windows Firewall

General | Exceptions | Advanced |

Vuindovwes Fireweall is blocking incoming network connections, except for the
programs and services selected belowy . Adding exceptions allovws some
programs to waork better but might increaze your security rizk.

Programs and Services:

Mame ~

CiGl [ FastCGl

File and Printer Sharing

HTTP

Launch Tight'VMC Server

Message QueLing

Peer Mame Resclution Protocol (PMREP)
R&S Proxy Installation Service
Remate Szsistance

Remate Dezktop

RS_MRPY

Tightw N viewer M

[A 1 IPRP Framesnrek

| adprogram... | | aeport. || Eat. ||  Demte |

Dizplay a notification when Windows Fireveall blocks a program

Vihat are the risks of allowing exceptions?

O l [ Cancel

Default firewall configuration problems come in two forms:
» Client programs may not receive data from the instrument
» Server programs running on the instrument may not respond to client requests

If a program is being blocked, you may receive the following Windows firewall security
alert:

= Windows Security Aleri El

. | To help protect yo mputer, ‘Windows Firewall haz blocked
some features of thiz progiam.

Do pou want to keep blocking thiz program?

& Hame:  ADL Instant Messenge:
Fublizher Amenca Online, Inc.

| KespBiocking | | nbiock | [ sk MeLater |

‘Windows Firewall has blocked this program from accepbng cormechions from the
Imbenrest o & mexbwsark:. I pou recogreze the program or st the: publisher, wou can
uriock. & When should | unblock. & program?

To unblock the program, click “Unblock” in the “Security Alert” dialog box. You can find a
detailed description for firewall setup and configuration at:
http://support.microsoft.com/kb/875357/en-us
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3 USB DEVICES

USB flash drives and removable hard drives are common in the work-place, as they have
considerable storage capacity and can be used to conveniently store instrument settings,
measurement results, hardcopies etc. However, they also create many problems, such as
a large number of viruses, trojans and other malware that can infect computers via USB

storage devices. Once an infected USB drive is plugged into an instrument, the malware
on it can spread through the entire network.

3.1 Disable USB autorun function

Generally, viruses that propagate via USB drives use the Windows “autorun” function

as it does not require any user confirmation and runs silently in the background.

Rohde &Schwarz instruments have the autorun/autoplay function disabled. This prevents
any malware from automatically executing itself from a USB drive.

You can control or change the settings using the group policy editor.

If the instrument is on a corporate network, and is a member of the network domain,

then group policy settings can be configured centrally by your IT department or system

administrator.

» Click "Windows Start” > “Run” and then enter gpedit.msc to open the group policy
settings.

» Go to “Computer Configuration” > “Administrative Templates” [> “System”, scroll
down and double-click “Turn off Autoplay” to start the settings dialog.

Setting | Bxplain |

ﬁ Tum off Autoplay

= Mot Corfigured
% Enabled
" Disabled

Tum off Autoplay on: |[BIEEEE

Supported on: At least Microsoft Windows 2000
Previous Setting I MNext Setting |

ok | cancel | ooy |

» Click the “Enabled” radio button, then from the “Turn off Autoplay on” drop down list
select “All drives” to prevent any program from automatically executing from any USB
drive or other removable media.

» Note: If “System” is not listed, a settings template needs to be added. Right-click
“Administrative Templates” and choose “Add/Remove Templates”. In the dialog, click
“Add”, and select “system.adm”. Click “Open” and “Close” to return to the main
window.

» You can find a detailed description of the autorun function, if required, at:
http://support.microsoft.com/kb/967715/en-us



3.2 Scan USB devices
Rohde & Schwarz recommends scanning USB flash drives and removable hard drives with
anti-virus software on a regular basis to keep them free from malware.

Use your computer and your anti-virus software to scan the USB storage devices before
inserting them into an Rohde & Schwarz instrument.

4 ANTI-VIRUS SOFTWARE

As with personal and business computers, users must take appropriate steps to pro-

tect their instruments from infection. Besides the use of strong firewall settings and
regularly scanning any removable storage device used with a Rohde & Schwarz instru-
ment, anti-virus software should also be installed on the instrument. Rohde & Schwarz
does not recommend running anti-virus software in the background (“on-access” mode)
on Windows based instruments, as it may compromise instrument performance but does
recommend running it during non-critical hours at least once a week.

Today'’s anti-virus software requires a significant amount of system resources (both hard
drive and memory). Therefore, some instruments may not be capable of installing or run-
ning anti-virus software due to limited resources. Other options here are to scan these
instruments with software run from a USB flash drive or mounting these instruments as
a drive on the network and scanning them from another computer with anti-virus soft-
ware. If anti-virus software is not regularly updated, it will not help protect your system,
because it will be out of date. Any modern anti-virus software can update regularly over
the internet or via offline installation. Please contact your IT department to find the right
solution for your anti-virus software. Keep in mind that any anti-virus software update will
compromise instrument performance.

5 WINDOWS PATCHES AND UPDATES

Until April 2014, Microsoft had regular security updates and other patches to protect
Windows XP based operating systems. The updates were released on the Microsoft®
Update website and associated update server. Instruments using Windows XP, especially
those that connect to a network, should install all available updates.

Note: Microsoft® Update supersedes Windows Update, which was only for Windows
based products.

The following section describes the installation and configuration of the Windows Update
Agent. This enables the instrument to download and install all available Windows patches
and updates.

Make sure that at least Windows XP SP2 is installed on your Rohde &Schwarz instrument.
Refer to the instrument’'s manual for how to check the current operating system version.
If it uses an older version, contact your Rohde & Schwarz representative for update possi-
bilities. Rohde &Schwarz provides an instrument recovery DVD from Windows XP SP2 to
Windows XP SP3 to reimage the instrument's hard drive.

Note: Upgrading an instrument from SP2 to SP3 with the Microsoft® Update service, or
by manual installation of an executable standalone service pack is not recommended.

Note: Rohde & Schwarz also provides upgrade kits from Windows XP to Windows 7 or
even Windows 10 for many instruments, which increases instrument security and avail-

ability of Windows updates and patches.
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In general, there are two scenarios for instruments using the Microsoft® Update service:

» The instruments have access to the internet, and download updates directly from the
Microsoft® Update server.

» The instruments download updates from an update server in your company.

Update scenario via WSUS server

O
Microsoft® Update

Internet

Firewall

WSUS server

Clients

In the second scenario, system administrators set up a server that runs Windows server
update services (WSUS) inside the corporate firewall, which synchronizes content directly
with Microsoft® Update and distributes updates to client computers and instruments.



5.1 Installation and configuration of Windows Update Agent

Most Rohde & Schwarz instruments use Windows XP Embedded, a customizable version
of Windows XP Professional. The operating system is scaled and optimized to the specific
instrument requirements. In many cases, the Windows update service has to be sepa-
rately installed on the instruments.

Download the Windows Update Agent installer WindowsUpdateAgent30-x86.exe from
the Microsoft website http://go.microsoft.com/fwlink/?LinkID=100334 and copy it onto a
USB flash drive. The installation is straightforward and does not present critical installa-
tion options.

The Windows Update Agent installation steps are listed below:

» Press Ctrl + Esc or click “Start” to bring up the Windows start menu and then run
Windows Explorer.

» Select the directory on the USB flash drive where the Windows Update Agent installer

is located.

Start the installation by double-clicking the .exe file.

» Read and accept the license agreement by clicking the “Next” button.

» Follow the installation wizard to finish the installation.

v

To configure the Windows Update Agent settings, select “Windows Start” [> “Control
Panel” and then “"Administrative Tools” [> “Services” and double-click on “Security
Center” to open the settings dialog:

=101 x|

File  Action Wew Help

e -'|| B E2E| > =1 I »
% Services (Local)

services (Local)

Security Center Mame / | Description | Status | :I
Rermate Registry Enables re...  Started
Stop the service 8 Remavable Storage

Restart the service %Rnuting and Remat... OFfers rout...

%Security Accounts ... Stores sec...  Started

Description: et Tull ket Maonik o Started
Manitors system security settings and % Sekundare Anmeld...  Ermoglcht ...  Started
configurations. :
%Server Supparts Fil,..  Started
%Shell Hardware Det... Prowidesn...  Started
%Smart Card Manages a...

%SNMP Trap Service Receives tr..,

%SSDP Discovery Ser.., Enables dis... Started
%Still Image Service

%System Ewent Motifi,.. Manitorss..,  Started
%System Restore Se...  Petforms S

ok -
Toml Cobm Al Crm=kl - (=LA
q 0 _>I_I

%SNMP Service Includes a...  Started J

Extended 4 Standard /

Rohde &Schwarz \White paper | Malware Protection Windows XP 11



12

Select "Automatic” as the startup type and press "Start” to run the service:

Security Center Properties (Local Computer)

Press "OK" to finish the configuration.



5.2 Instruments connected to a Windows update server

Many companies have a Windows update (WSUS) server running on the network. If an
instrument is connected to the network, it can be configured to use the WSUS server for
Windows updates. Please contact your IT department or system administrator to make
sure the instrument configuration complies with your company's policy and make sure
that Windows XP updates are distributed via your company's WSUS server.

You can control or change the WSUS client settings on the instrument via “Windows
Start” > “Run” and then enter gpedit.msc to start the group policy settings. Navigate in
the window to “Computer Configuration” > “Administrative Templates” > “Windows
Components” > “Windows Updates”. Scroll to and double-click “Specify intranet
Microsoft update service location” to start the settings dialog:

ooy is(x]

File  Action Wiew Help

= amE|HR|2E

_=:_j Local Computer Palicy -] BE Windows Update
E@ Camputer Configuration

& Sl:fftware SEtt.II'Il;S Specify intranet Microsoft update etking
(21 windows Settings service location @ Do niot display 'Install Updates and Shuk D

EID Admin?strative Template 4 | {5 Do not adiust default option to 'Install Upd.
=2 Windows Componer Display Properties

Configure Automatic Updates
----- (23 MetMesting & e i -
_____ (23 Application Corr Requirements: :- nkranet Micro
@ Event Viewer Windows Server 2003, XP SP1, 2000 ﬁ Enable client-side targetin
""" SP3 : f
_____ {3 Internet Inform @ Rescheduls Automatlc Updates scheduled i
_____ (31 Securiby Center Description: @ Mo auto-restart with logged on users For sc
_____ Specifies an intranet server to host Automatic Updates detection Frequency
(23 Task Schedulsr
{23 Terminal Servics ﬁ?dgt‘?tseﬁc'\:j" the MI;DSD& Ugs!ate i Allow Automatic Updates immediate installa
b sites. You can then use this : .

..... (27 windows Explar update service to automatically gDelay Restart For scheduled installations
----- (23 windows Install update computers on your network. @ Re-prompt For restart with scheduled instal
----- (23 windaws Messe | o L ! @ Allow non-adminiskrators to receive update
----- (23 Windows Media onlisﬁ?nnegt';;fk\;;ufzpnigg ‘:;Eal;_lver g Enable recommended updates via Auktomat
""" i | Windows Mavvie internal update service, The @ Enabling Windows Update Power Managen
423 windows Updat Automatic Updates dlient will search @ Allow signed content From intranet Micrasol
..... (27 windows Media this service for updates that apply to

_ E]--'g System _ILI the computers on your network. < | _’I

< I L4 Extended A Standard /

First click “Enabled”, then specify the server name within the company’s network to be
used for detecting updates:

specify intranet Microsoft update service location : rtie ﬂll

Setting | Explain |

@ Specify intranet Microsoft updste service locstion

" Disabled

Set the intranet update service for detecting updates:

I it S SIS -Server

Set the intranet statistics server:

| httpisLS-Server

[example: http intranetJpdol )

Supported on;  Windowes Server 2003, XP SP1, 2000 SP3

Previous Setting [ext Setting

Rohde &Schwarz White paper | Malware Protection Windows XP 13



14

5.3 Configuring automatic updates
The automatic update settings can be managed via “Windows Start” [> “Control Panel”
> “Automatic Updates”:

Automatic Updates l[

Automatic Undates |

Help i

Windoves can regulatly check for important updstes and install them for you.
[Turning on Automatic Updates may automatically update YWindows Update
software first, before any other updates )

Howy does Automatic Updates work?

{~ Automatic (recommended)

Automatically dowwnload recommended updates for my
computer and install them:

IEvery day j it |3:DD Akt j

" Download updstes for me, but let me choose when to install them.

£+ potify me but dont automstically download or install them.

£ Turn off Automatic Updstes

Your computer will be mare vulnerable unless you install
updates regularly.
Inztall updates from the YWindows Update Web site.

Offer updates adain that e previousy hidden

Ok I Cancel | Apply |

Rohde &Schwarz instruments should use the “Notify me..."” configuration, where user
confirmation is required before download and installation. Download of updates and
installation can temporarily impair instrument performance and may require a reboot. The
user should schedule the update process so that it does not occur when the instrument is
in use.

5.4 Viewing installed updates
Installed updates can be viewed via “Windows Start” [> “Control Panel” [>
“Add or Remove Programs”:

8 Add or RemovePrograms =181x]
Currently installed programs and updates: ¥ show updates Sort by IName vl

o -
ﬁl Intel{R) Graphics Media Accelerator Driver =
B8 Intel{R) Network Connections 14.7.23.0 Size  3.36ME
ﬁl MS¥ML 4,0 SPZ Parser and SDK Size  1.23MB
d MIML 6.0 Parser Size  1.54ME
[ Msw¥MLe.0 50K Size  4.91MB

ﬁl windows Update Agent Installation

Size

' Windows XP - Software Updates

ﬂ.'/' Update For Windows XP (KB393461)

ﬂ" Security Update for Windows ¥P (KE9S6744) Installed On 1f16/2010
ﬂ," Security Update for Windows ¥P (KE980559) Installed On 1/16/2010
¥ Security Updake For Windows %P (KB323561) Installed On 1/16/2010
& security Updake For Windows %P (KB373507) Installed On 1f16/2010
&= Update For Windaws %P (KBI73815) Installed On 1/16/2010
."," Security Update for Windows ¥P (KE941569) Installed On 1162010
ﬂ' Security Update for wWindows XP (KBE971657) Installed On 1/17/2010 T+ |

Make sure that the property “Show updates” is selected in the dialog box.
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Rohde & Schwarz

The Rohde & Schwarz electronics group offers innovative
solutions in the following business fields: test and mea-
surement, broadcast and media, secure communications,
cybersecurity, monitoring and network testing. Founded
more than 80 years ago, the independent company which
is headquartered in Munich, Germany, has an extensive
sales and service network with locations in more than

70 countries.

www.rohde-schwarz.com

Rohde & Schwarz customer support
www.rohde-schwarz.com/support
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