
Turn your signals into success.
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Drone detection  
RF monitoring, GNSS and radar test 
solutions for ensuring safe and secure 
commercial UAV operation
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Resolution and environmental considerations
Radar resolution should make it possible to resolve  
multiple simultaneous threats, perform 3D measurements 
of intruder positions, detect low Doppler MDVs and  
accurately discriminate and eliminate ground targets  
as well as sources of clutter.

For verifying the system performance level for these 
tasks, Rohde & Schwarz offers a unique target generator 
solution that integrates the excellent performance of the 
R&S®SMW signal generator and R&S®FSW spectrum  
analyzer. The radar target generator solution from  
Rohde & Schwarz combines the two instruments and  
provides highly customizable threat scenarios to reliably 
test and determine detection performance, accuracy  
and resolution.

 Classification capability
With the objective to minimize nuisance alarms, classifica-
tion algorithms have the complex task of applying RCS 
analysis, behavioral analysis, micro-Doppler analysis and 
Doppler filtering in order to eliminate clutter in realtime. 
Complex environmental scenarios for training algorithm 
based analysis are crucial to enhancing system perfor-
mance levels and minimizing false alarm rate.

The R&S®PulseSequencer solution provides reproducible 
and highly deterministic environmental scenarios, includ-
ing complex radar emitters and antenna diagrams, realistic 
propagation loss and RF power levels as well as real-world  
interference and coexistence simulations.
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Test system for
environmental simulation
¸DF8000

Network analyzer
¸ZVA/ZVB/ZNT
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¸NRP
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¸RTO/RTP
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¸SMW200A
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¸TS6600

Phase noise analyzer
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¸SMA100A

Solutions for radar testing
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Reliable RC signal classification in densely occupied 

ISM band (e.g. Wi-Fi, Bluetooth®, video signals)

RF monitoring 
RF signal detection and classification
Since the majority of commercial drones are controlled  
via direct radio links, the R&S®ADRONIS RF sensors  
continuously scan through all relevant frequency bands 
and exploit these specific emissions to reveal the  
presence of a drone and automatically classify the type  
and manufacturer.

RF signal direction finding
Utilizing the direction finding capabilities of the 
R&S®DDF550 Wideband direction finder, the  
R&S®ADRONIS software solution can determine the  
direction of the drone and the location of the operator  
controlling it. The ability to detect drone-specific radio 
emissions as soon as the drone’s remote controller  
is turned on provides law enforcement and security  
personnel with a unique amount of prewarning time  
and situation awareness.

R&S®ADRONIS system solution 

RF countermeasures
One of the safest and most reliable ways to prevent  
unauthorized drone activities is to use R&S®WSE RF 
jammer solution to disrupt the control signal. Loss of the 
control link usually triggers the failsafe mode of the drone, 
causing it to land or return to its take-off position safely.
The R&S®WSE smart jammer capabilities make it possible 
to follow even the most advanced frequency hopping 
schemes of modern drone control units. Combined with 
the low-power approach for classified drone types, this 
provides the clear benefit of precise selective jamming 
with minimal impact on other signals and adjacent  
frequency bands. Of course, other operating modes  
such as wideband jamming, barrage jamming and a  
sweep jamming mode may also be applied. 

The Bluetooth® word mark and logos are registered trademarks owned by 
Bluetooth SIG, Inc. and any use of such marks by Rohde & Schwarz is under license.
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GNSS testing 
GNSS receiver test solutions from Rohde & Schwarz  
provide the most realistic GNSS scenario simulations  
(GPS/GLONASS/BeiDou/OZSS) for satellite orbit, signal  
propagation and electromagnetic environment  
characteristics and include modeling of the drone’s  
movement. The clear benefit of this approach is the  
unmatched repeatability and scalability of the conducted 
test and validation scenario. 

The R&S®SMBV100A vector signal generator is the ideal 
GNSS signal source for single-frequency receiver tests.
To simulate even more complex multifrequency GNSS  
signal scenarios, the R&S®SMW200A can generate signals 
from all important GNSS constellations and frequency 
bands simultaneously. 

¸SMW200A vector signal generator  

for multifreqency GNSS signal simulation
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